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Yxe 6onee 20 net MHGMOPMAUMOHHbIE TEXHOMOMMM
eXXeJHEBHO U3MEHSIIOT HaLy XXKM3Hb: VIHTepHeT n MobunbHas
CBSI3b CTa/IM OCHOBOW [ANsi HOBbIX (DOPM KOMMYHWMKaLMM,
3KOHOMMYECKOM aKTUBHOCTU U Pa3BIeYEHN.

HoBble TexHW4yeckMe BO3MOXHOCTM MCMNOJb3YOTCS
roCyAapCTBEHHbIMW OpraHamu Ans OnTMMM3auuuM CBOMX
MpoueccoB W npefocTaBfeHUs rpaxaaHam 6onee
KauyeCTBEHHbIX YCIYT.

TepMUH «31EKTPOHHOE NPaBUTENLCTBO» OXBaTbiBaeT
MHOIFOUMC/IEHHbIE «OHMAWH» MEPOMPUSATUS U YXe caenan
HEHYXHbIMW MHOrMe MOCEeLWeHNss rocyaapCTBEHHbIX
YUPEXAEHWN.

OfAHaKo Henb3si UrHOPUPOBaTb OAHY OCHOBHYIO MOTPEBHOCTb
yenoBeka — HeobxoammocTb obecneyeHns 6e30nacHOCTU.

OcobeHHO 3TO OTHOCUTCA K 6e3omacHOCTM WMHbOopMaumu,
MOCKOMbKY 3TWM Yyrpo3bl MOYTM BCerga ocTakTcs
He3aMe4yeHHbIMM C MNepBOro B3rnsga W 4acTo
HepooueHnBaeTcs. [ns ee obecneveHmss TpebytoTcs 3HaHMA
N AENCTBUS KaXXAOoro, NM1La BOB/IEYEHHOIO B UCMOJIb30BaHNE
NKT. Bce nonb3oBaTenn npusBaHbl OblTb CTONb Xe
OCTOPOXHbIMU «OHMaNH», Kak U «oddnanH».

BakHO MWHMMW3MPOBATb PUCKKU, YTOObI COXPaHWUTb
BO3MOXHOCTWU, NpeaocTaBnsieMble MHDOPMALMOHHbLIMU
TEXHONOrMSIMU U MHTepHeTOM. be3onacHOCTb BO3MOXHA
TONIbKO TOrAa, KOrAa BCE YYaCTHUKM BHOCSIT CBOW BK/aj.

Hapgeemcs, 4to noarotoBsieHHble MWUHUCTEPCTBOM B
KayecTBe opraHa no WHd¢opMauMoHHOW 6e30macHOCTU
peKkoOMeHAaunn CTaHyT BK/1aAOM B MOBbIWEHNE YPOBHS
6e3onacHocTn KT B Ka3axcraHe.

MoarorosseHO HA OCHOBAHUM
COLIMOJIOrMYECKOro
nccnenoBaHus
«0cBeaAoOMJ/IEHHOCTb HaceneHus
06 yrposax

Knbepb6esonacHoCTn>,
npoBeAeHHOro B CeHTAbpe
2018 ropa

TepMUHbI

YTO Takoe
NHTepHeT?

[lepcoHanbHbIE
NAHHbIE 3TO

[loa
Knbepbe3onacHOCTbIO
NOHMMaETCH

n onpeaesieHns

BceMnpHasa cuctema 06beanHEHHbIX
KOMMbIOTEPHbIX CETEN AN XPaHeHus
N nepeaayn 31eKTPOHHbIX
MH(OPMALIMOHHBIX pecypcoB

CeegeHuns, oTHocsAWwmnecs K
onpefenieHHoMy Unn onpeaensieMoMy
Ha MX OCHOBAHWUN CyObeKTy
NepcoHasibHbIX AaHHbIX,
3a(PUKCMPOBaAHHbIE Ha
3NIEKTPOHHOM U1 (MN) MHOM
MaTepuanbHOM HoCUTene

CocTosiHMe cpefbl NCNOoJIb30BaHUS
NMHMOPMALIMOHHO-KOMMYHUKALMOHHBIX
TEXHOJIOMMKN, KOTOPOE onpeaensieTcs
YPOBHEM 3aLUNLLEHHOCTH

MHGOpMaLMKN B 3NIEKTPOHHON bopMe
(3NeKTpOHHbIE NH(POPMALMOHHbBIE
pecypcbl, UHPOPMALMOHHbIE CUCTEMBI U
MHMOPMALMOHHO-KOMMYHUKALIMOHHAS

WHPaCTpyKTYpa)



NMoueMy Ba)KHO noaaep)>XuBaTb
KnbepbeszonacHoOCTb?

#01

CeTteBoe npocTpaHcTBO MHTepHeTa 6narogaps nHgpopMaLMOHHO-
KOMMYHUKALMOHHbIM TEXHOJIOrMAM (hopMUPYET KaUECTBEHHO
HOBYIO cpeay AN nepeaayy U pacnpocTpaHeHus nHgopMauuu,
yAaZieHHOro OKa3aHUsi CEPBUCOB U YCIyr.

HaceneHus B KasaxcraHe npegnounrtaloT
nony4yaTb MHTEpecyroLwy nHgopMaumio
M ycnyru nocpencrsom MIHTepHeTa, B TOM
uncne Mo6unbHoro UHTepHeTa

B3anM03aBUCUMOCTb 06HEKTOB (OH1AlH YCYyTr U CEPBUCOB),
HY>XAaroLWMXca B 3aWmrte nHgpopMaLmMm, MOXKET NPUBECTU K

«KackagHoMy 3cdhdekTy>» B cnyyae TeXHOJIormyeckoro cébos nnm

® 45,9% 31,6%

WCMOMbayeT MOGHTLHbIE nonb3yerca nopranom
Yy «DJIeKTpOHHOe

npu KEHNA A 0n Thbl
punoxe Ans onna nNpaBUTENIbCTBO>

31,1%

HacesieHUs NoJib3yeTcsl UHTEepHeT-6aHKNUHIoOM
ANA NoJsiydeHns 6aHKOBCKUX YyCnyr

KoMnbloTepHble aTaku crnocobHbl NoaopBaTh 06 ECTBEHHOE
[OBepue K OHNalH-yCc/lyraM U HaHEeCTU Bpef 3KOHOMMUKe.

3a \
nocneaHui 34.3%

J
roa

66,9%

60,6%

Ka3axcTaHueB
noasepraancb knbep-atakam

OnNpoLUeHHbIX creyuanmncros B cpepe
IT crankuBaroTca C yrposamm
Kn6ep6e3onacHOCTU B CBOeM

AEeATEesSIbHOCTHU

B 60nbLUMHCTBE CJ/lydaeB KOMMNbIOTEPHbIE aTdKU CTAaHOBATCA
ycneuwHbiMU MU3-3a YyesioBeYEeCKON XaslaTHOCTU U HEOCTOPOXXHOCTM!.

NHcpopMmaumoHHan 6e3onacHoCcTb 6a3npyeTcs Ha obecrneyeHum
Tpex 3HauuMbIX ans 6e3onacHoCcT nHopMaummn aTpmbyToB:

noapa3yMeBaEeT, YTO C HEN MOXET
03HAKOMUTbLCS TOSIbKO CTPOro
OrpPaHUYEHHbIN KPYr NnL, ONpeaeneHHbIn
ee BflagesnbLeM.

@ KoHpunaeHunanbHOCTb
nHdpopMaumm

LlenocTHOCTDb CNocobHOCTb MHpOpMaLmMK (AaHHBIX)
nHdpopmauum COXPaHATLCA B HEMCKAXXEHHOM BUAE.
HenpaBoMou4Hble 1 He NpeayCMOTPEHHbIE
BrlagenbLeM n3MeHeHns nHhopMaumnm
NPUBOAST K HAPYLLEHMIO LEeIOCTHOCTW.
AOoCTynHOCTb onpeaenseTcs CnoCobHOCTbIO
nHpopMmauum MH(POPMALIMOHHOWN CUCTEMbI NPEAOCTaBNSATb

CBOEBPEMEHHbIN 6ecrnpensiTCTBEHHbIN
AOCTYN K MH(pOpMaLmn TONbKO
NAEHTUULMPOBAHHBLIM CYObEKTaM.

Ecnm eCcTb BO3MOXXHOCTb nepenanTe Ha ABYX(aAKTOPHYIO
ayTeHTU(PUKaLMIO, HAaNpuMep No HoOMepy COTOBOIO
TenedoHa uepes CMC-coobuieHue.

MaeHTndukaums — npucBoeHne cybbektam
AOCTYMNa K MHPOPMALIMOHHOW CUCTEME UK
3/1EKTPOHHOMY PECypCy NIMYHOIO MAEHTUdUKATOPA,
obecrneymBatoLLIEro YCTaHOBNIEHME NOASIMHHOCTY

1 onpeaeneHne nosIHoMouYni cybbekTa B
MHDOPMALIMOHHON CUCTEME N pErncTpaLms

SoTER S A [AENCTBUIA B NMPOLIECCE CeaHca.

MH(MOPMALIMOHHbIE CUCTEMBI
onepatopoB UKT ycnyr
npeaycMaTpuBeatoT
npoueaypy MaeHTuduKaumm
N ayTeHTUdUKauumn npu
AOCTYyne, a Takxe
MCNONb3YHOT 3alMLEHHOE
coeanHeHue no HTTPS

AyTeHTUdMKaumns — 3TO NPOLIECC NPOBEPKU
NOAMHHOCTY Yero-nnbo. MNpumepom
ayTeHTUdUKaALUMM MOXKET BbITb CpaBHEHUE
naponsl, BBEAEHHOro Mosb30BaTeNeM,

C NaposieM, KOTOpPbIM COXpPaHeH B 6a3e AaHHbIX
cepBepa. lNogobHast npoBepka MOXET ObITb Kak
OHOCTOPOHHEN, TaK M B3aMMHOM — BCE 3aBUCUT
OT cnocoba 3awmnTbl U MNONNTUKK

6e3onacHoCcTn cepsuca.



Yrpo3bl 6e30nacHOCTM AaHHbIX

3a nocnegHuu rog OnpoLlueHHbI€ Ka3aXCTaHLbl noABEepPrjinCb
ceayrouiim sMaam Ku6epaTaK:

7,2%9 7,4%9 8,7% 11% %
KnbepMoLLeHHNYeCTBO B3/I0M aKKaYHTOB aTaka BpeaOHOCHbIX BPEAOHOCHbIN
¢ 6aHKOBCKUMU B COLMANbHbIX CETAX KOMIMbIOTEPHbIX BUPYCOB CNAM

KapTamu, apyrue Buabl
KnbepMoLleHHMYeCcTBa

1 NporpaMm

BpeaoHocHoe nporpaMMHoe obecneyeHue
(malware — cokpauleHue ot malicious software:
malicious —3n10HamMepeHHbIN U software —
nporpaMMHoe obecrnieyeHne) — NpeacTaBnstoT
a cobON LIMPOKYIO KaTEropuio NporpaMmMHOro
obecneyeHns — OHM yCTaHaBIMBaKTCa 6e3
Bawero pa3pelweHns 1 BAUSIOT Ha paboTy

% %k k k
Bawero koMnbloTepa.

Llenbto npecTynHuKoB

Mo cnocoby Bo3aencTBMSA Ha MHDOpPMaUnto
BbIAENSIOT cneaytollee spenoHocHoe [10:

3KCM/IOUThI;

nornyeckne 60mbbI;

TPOSIHCKME U LUMUOHCKNE NPOrpamMMbl;
KOMMbOTEPHbIE BUPYCh;

ceTeBble YepBU.

ABNSAETCSH XULLEHNE
KOH(MAEHLMANBHOW
NMHpopMaummn (NIOrnHbI,
naponn, 6aHKOBCKWe KapThl,
NIMYHbIE AaHHbIE) Ans
nonyyeHnst hMHaHCOBOW
BbIFOAbl, MOCPEACTBOM
BbIMOraTesibCTBa.

FEE=E=

Kakue
nocneacTems
B/ever
3apaxxeHue
KOMMNbIOTEpPA
BpeAOHOCHOM
nporpamMmMon?

BpeaoHOCHbIE NporpamMMbl BAUSIOT Ha HOpMasibHOE
(PYHKLMOHMPOBAHME CUCTEMbI, YTO MOXET NMPUBECTU
K OTKasy B 06Cny>xmBaHun, 6510KMpOBAHNIO,
YHUYUTOXEHUIO, MOANMDUKALMM U XULLLEHNIO AaHHbIX,
a TaKXke CHUXXEHMIO MPONYCKHOM CNOCOBHOCTH CETH.

CuMNTOMaMu 3apa)keHNs BPEAOHOCHOW MPOrpaMmoi
SABNAOTCS:

™ cHmKeHne paboTOCNOCOBHOCTU CUCTEMDI;

(W nepeHanpaBneHne 3anpocoB B 6pay3epe Ha
HeXenaTeNbHble CanThbl;

W BcnabiBaloWwme OKHa.

Kak 3TO npoucxoguT?

KakuMm o6pazom
BpeAOHOCHbIE

BpeaoHOCHbIE NPOrpaMMbl, Yallle BCEro, MPOHMKAOT
Ha KOMMbtOTEp:

nporpaMMmbl ® no anekTpoHHoI nouTe;
NPOHMUKAIOT Ha
P ® yepes HocuTenn MHbopMaumm (dbnel-HakonuTenw);

KOMNblOTEpP g 3
nonb3oBaTens? ® npu ckaumBaHum haitNoB C HEM3BECTHbIX CANTOB.

MeToAbl pacnpocTpaHeHus

COUMAJIbHAA
MH)XXEHEPUA

OULLUUNHT
(aHen.phishing,
om fishing — pbibHas
rioeris, eblyxugaHue)

PACIMNMPOCTPAHEHME
BPEAOHOCHOIO
NMPOrPAMMHOIO

OBECINEYEHUA YEPE3
CAUT
MNonyyeHne
3/10yMblILL/IEHHUKOM
HEeCaHKUMOHUPOBAHHOIO

AocTtyna K dannam camTa
WK K pasgeny

TakTuKa, KOTOpYIo
NCNONb3YIOT
3/10YMbILUNIEHHUKW, YTO6bI
CK/TOHUTb MONb30BaTeNs K
PacKpbITUIO
KOHpUaeHUManbHOM
nHdopMaumm (HanpasneHue
nMcem ¢ noaaenbHbIMU
aapecamu C BpeAOHOCHbIM
B/TOXXKEHUEM)

OaviH 13 BMAOB MHTEPHET —
MOLLEHHNYECTBa, Lenbio
KOTOPOro SIBMSIETCS NofyYeHme
AOCTyna K KOHpUAEHUMANbHbIM
AaHHbIM MOSIb30BaTENEN
(NorvHbI, Naponu, AaHHbIE
6aHKOBCKMX KapT U T.M.) yepes

MOAAENbHBIE NHTEPHET- aAMUHUCTPUPOBAaHUA

peCypcChbl, BHELLIHE CUCTEMBbI YNpaB/1€HUA
HEOT/INYMMbIE OT HACTOALLUX. CanToM.




Kak 3alymTtuTb
KOMMNbIOTEP OT
BPeAOHOCHbIX

nporpamMmm?

YTto genartb?

BpenoHoCHbIe MporpaMMbl 3a4acTyHo pacipoCTPaHAIOTCSA B MPUIOXEHUN
C ApyrMMmn dainamm, Tak YTO HE OTKPbIBANTE BMOXKEHMUS S/IEKTPOHHOM
MoYTbl, OTNPaB/IEHHbIE C HEM3BECTHbIX BaM pecypcoB.

#0 Hukorpa He oTk/1lOYalTEe BCTPOEHHbIM 6paHaAMay3p
onepauuoHHON CUCTEMbI

BpaHaMayap co3gaeT 3almTHbIN

3aC/IOH MeXAY BaluMM KOMMbIOTEPOM U
NHTepHeTOM. BbikntodeHne 6paHamayapa
AaXKe Ha MUHYTY YBENNYMBAET PUCK
3apaxkeHns MK BpeaoHOCHON

bpanamayap —

NpOrpaMMOii. MPOrPaMMHBIiA KOMMIEKC,
KOTOPbIV CIYXXUT ANS
5 5 0/ 3aumThl Balero
0 KOMMbtoTepa oT

HeXeNnaTeNlbHbIX U
NMOTEHLMAJIbHO OMNacHbIX

Ka3axXxCTaHLeB
He noJib3yrTCs

CeTEBbIX COEANHEHUN.

aHTUBUPYCOM ANA
CBOEro KoMnbrTepa

#0 Ucnonb3yiite
aHTusupycHoe MO ans

3awuTbl Bawei cucremol
OT BO3MOXXHbIX OHJIAWH-
yrpos. YcTaHOBUTE
AHTUBUPYCHbIE U
AHTULLNUOHCKHE
nporpaMmbl u3
HaAEXXHbIX UCTOYHUKOB.

dnew-Hakonurtesb —
YCTPOWCTBO,

npeaHa3HavyeHHoe ans

nepeHoca U XpaHeHusl
NMHbopMaLmK.

#03 OCTOpPO)XHO Ucnonb3yinte dnew-HakonuTenmn

MWHUMN3MPYNTE BO3MOXHOCTb 3apa)X€HNsS1 KOMMbIOTEPA BPEAOHOCHbBIM
MNO: He noakntoyanTe HemsBecTHble dnelu-Hakonutenu (unm USB-
HaKOMUTENN) B CBOEMY KOMIMbIOTEPY.

37,6% -

noJib3oBaTesieil OTMETUIIU, UTO NpMU
NoJIyYeHUM 3JIEKTPOHHOIo NUCbMa

OT HE3HAKOMOro YesioBeKa C Npocbboi
nepenTyn No CCbiJIKe, OTMETUJIN, UTO CKopee
BCEro nepemayT rno yKka3aHHOM CCblJiKe

DO

#0 He npuHumanTe haitsibl OT HE3HAKOMbIX
BaM nosnb3oBaTenen, u ocobeHHo obpawanTe
BHMMaHMe Ha noJsiyyaemble (aiibl C
pacwuupeHuem EXE, COM, CMD.

Ecnu BbI

nopo3speBaerTe,
YTO Bawl
KOMMNbIOTEP
3apaxeH
BPeAOHOCHOM
nporpamMmom

#0 He cornawanTech Ha 3arpy3ky MO, npeanaraemyio
HenpoBepeHHbIMU UHTEepHeT-UCTOUHUKaAMH
\J

ByabTe oyeHb BHMMATESbHbI, OTKPbIBasl BNOXEHHbIE dansibl
WM HaXXMMasl Ha CCbISIKW B 3/IEKTPOHHOM NMOYTE, MIHOBEHHbIX
COOBLLEHNAX UK B NYBNMKAUMSIX B COLMANbHBIX CETSIX — AaXe
ecnv Bbl 3HaeTe oTnpasutens. No3BOHUTE eMy U y3HAWTE, OH
NV 3TO CAeNnan: ecnn HeT, yaanuTe Uimn 3aKpomTe OKHO CyObl
0bMeHa MrHOBEHHbLIMM COOBLLEHUSIMU.

\J] 3arpy>xavite nporpaMMHoe obecrneyeHne TObKO Ha canTax,
KOTOpbIM Bbl AoBepseTe.

W  He nepexoanTe no ccbinkam B COOBLLEHMSIX SNEKTPOHHOMN NOYTHI
n nsberanTe Beb-canToB, rae npeanaraeTcs becnnatHoe
nporpamMMHoe obecrneyeHne C HapyLLeHMEM aBTOPCKMX Mpas.
OcTeperanTecb «6ecnnaTHbIX» 3arpy3oK My3blku, Urp, BUAEO U
BCEro NPoYero C Maslon3BECTHbIX CAaUTOB M JOMEHHbIX 30H (WS,
.biz n ap.). OHM MoryT coagep>xaTb BpeAOHOCHOE NPOorpaMMHoOe
obecreyeHne, kKak Ha CaMOM CalTe, TaK M B 3arpy>aembix dannax.

06 Ecnin Bbl CTOJIKHYJIUCb C HaBA34YMBO 6aHHEepHOIM
# peKk/1aMoi, BCIJIbIBalOLMMKN OKHaAMMU

He Ha)xumanTe kHonku «CornaceH», «0OK>», «Pa3pewunTb>,
«S1 npuHMMalo», «3arpy3uTb>», «MpoRo/MKUTL» 1 apyrue
«KHOIMKMW COrnacus>» Ha AasbHellune AeiCTBUS B
6aHHEpHOW peknlaMe, B HEOXMAAHHbIX BCM/IbIBAIOLIMX OKHAX MUn
npeaynpeXxaeHusix, Ha canTax, KOTOpble KaXyTCs
NoAO3pUTENbHBIMW, WU B NPEASIOXEHNSX YAANNTL LUNUOHCKOE
MO nnn Bupycol.

® Haxmute CTRL+F4 Ha Knaeuatype, 4Tobbl 3aKpbITb BKNAAKY
bpayzepa.

E] Ecnn okHO He 3akpbiBaeTcs, HaxxmuTe Alt+F4 Ha knaBmaType,
4yTObbI 3aKpbITb Hpay3ep.

#0 OTKNrouMTE YCTPOMCTBO OT MHTEpHeTa ans
npekpaweHus o6paboTkn nHcpopmauyum, a TaKxe
Ansa Toro, YTtobbl N3berxkatb yreukm nHpopmaumm
. (noruHoB, naponei u apyroin koHduaeHUNANbHOM

nHcbopMaumn). 69, 6 0/0

He 3HAKT WIN COMHEBAIOTCA KyAa MOryT obpaTtutbcsa
n/vnun 4To Aenartb B cnyyae kubeparaku, nmbo
3apaXkeHusl KOMMNbOTEpPa BPeAOHOCHON NPOrpaMMou

OrNpoLUEHHbIX NOoJib30BaTeNen
CTaparoTCs UICNOoJIb30BaTb BCe
BO3MOXXHbI€ MeToAbl 3aLlyMTbl
nHpopMmauumn

21,4%



NMpodunakTuka
MH(POpPMaLLUOHHON

YcrapeBwee win He/IMLEeH3UOHHoe
nporpaMmMHoe obecneueHume
asnaercsa 6onee ya3BUMbIM

PerynsipHO ycTaHaBMBanTe 06HOBNEHUS
QNS BCErO BALLEro NMporpaMMHOro
obecneyYeHns — onepaLMoHHbIX CUCTEM,
NpOorpamMM MpUIOXKEHNA, aHTUBUPYCHbIX
1 NPOYMX NPOrpaMm

BkntoyaiTe hyHKLUMN aBTOMATUYECKOrO
06HOBNEHMSI MPOrPaMMHOIO
obecneyeHns, Korga TakoBOe AOCTYMHO

PekoMeHaauum no 6esonacHoOMy

6e3onacHoCTH «cepunHry>» B UHTEpHeTe

#01 HACTPOMTE cBov 6pay3ep A/15 NOBbILUEHUS CTeMeHN
3aWuTbl BO BpeMsl paboTbl B IHTepHeTe (610KMPOBLUMK

Parol123456#1& peK/laMbl U BCMJIbIBAIOLLMX OKOH, 3alLuTa OT

OTCNeXUBaHUS n ap.)

HaaeXXHble naponw OOJIXKHbI COCTOATb
MWHUMYM 13 8 CUMBOJIOB U COAEpXaTb #02 HE PACCKA3bIBAWUTE B couuanbHbIX CETAX O CBOEM

coyeTaHue 6yks, Lndp 1 cMMBOIIOB XKU3HW BOSbLUE, YEM HYXXHO.
(1@#$%M&¥)

# HE NMONIb3YUATECb 6e3 0co60li HE06X0AMMOCTY
2N
0 2 lalolullolululululuiiGon #03 obuiectBeHHbIMN «Wi-Fi-ToukaMm» goctyna B MIHTepHeT.

HWKOMY He pacKpblBanTe CBOM Maponu,
Hanbonee BaXKHble XpaHUTE B

3alMppoBaHHOM BuAe #0 4 WU3BEFAMTE aHOHWMHBIX NPOKCU-CEPBEPOB
(aHoHMMaM3epsbl). Yepe3 Hux Bawwu aaHHble 6yayT

#0 3 KKKk kKXkKXKXKXKXKXK @ AOCTYMHbI TPETbUM JTULIAM.

YpansuTte nporpaMMHoe obecneyeHue,
KOTOPOE Bbl HE NUCMOJIb3YeTe UIn
He nony4yaete 0b6HOBEHUS

HEe UCMOsb3YiiTe OAMHAKOBbIN Maposib #0 5 YCTAHOBMTE MeHemkep naposien Ans XpaHeHus

Ha BCex canTax. B cry4ae yTpathl Balumx naponei B 3almndpoBaHHOM BUAE.
napongd, AoCTyn K BallMM AaHHbIM

pa3paboTumnka 6ynet obneryeH
#0 4 rome Wi-Fi Nonkniouero <l #06 NCMOJIb3YWUTE cepBuChbl OLEHKM penyTaumi CaiiTos 1
OHJTaH CKaHEepPbI CCbIIOK.

N36erante ycTaHOBKM HENMULEH3NOHHOMO
nporpaMMHoro obecrneyeHus, nmbo
NporpaMMHoro obecrnedeHums m3
HenpoBepPeHHbIX MCTOYHWUKOB

PerynsapHo co3aaBanTe KOnmio BaXXHbIX
Ans Bac AaHHbIX Ha Apyrux yCTpomcTBax

61,8%

CBOMX naponeu, nm6o
MEHSII0T TOJIbKO Koraa
3abbiBaloOT UX

nosib3oBaTtesie He MeHSAIT

co3aaBalTe pasHble HaaeXHble Naponm
ANsi MOAEMA U AOMALLHEN
6ecnpoBoAHOM CETW.

O TOM, KaK 3TO caenaTb, NpoYTUTE B
#0 5 WHCTPYKLWM K YCTPOWCTBY, 160
y3HaWTE B KOMNaHWK, NPEACTAB/AIOLIEN CepBK1Cbl OLleHKM penyTauuu CauToB U OHNAlH CKaHepbl CCbINIOK:

MOJEeM, poyTep, MapLupyTu3aTop
VirusTotal (https://www.virustotal.com)

URLVoid (http://www.urlvoid.com/)
2ip.ru (http://2ip.ru/site-virus-scaner)

Web Inspector (http://siteinspector.comodo.com)

0 OHnavH-ckaHep Dr.Web (http://vms.drweb.com/online)
3252 /0 TrustOrg.com (http://trustorg.com/)

nonb3oBaTesneil UCnosb3yeTt Phishtank.com (http://www.phishtank.com/)

OAMHAaKOBbIE MapoJin B COLUMNAaJIbHbIX
ceTaAX, aKKayHTaX, JINYHbIX KabuHeTtax




60%

Ka3adXCTaHLEB HE CYUTAIOT,

5 7 | 8% OMNpPOLLUEHHbIX

HEAOoOLEeHNBaloOT
3HAQ4YMMOCTDb 3alUNTbl

NepcoHaJiIbHbIX AaHHbIX B 6e3onacHocTun

Ba>XHO 3HaTDb!

C6op, 06paboTka NepcoHasibHbIX AAHHbIX OCYLLECTBASAKTCA COBCTBEHHUKOM
n (Un) onepaTopom C
, KpOMe CnyyaeB, NpeayCcMOTPEHHbIX 3aKOHOAATENbCTBOM.

CobcTtBeHHMKM 1 (M) onepaTopsl, @ TakXke TPeTbU nnua, Noayyatowme AoCTyn
K NepCOHasIbHbIM JaHHbIM OrpaHNUYEeHHOro 4oCTyna,

nyTeMm cobnioaeHns TpeboBaHM He A0MyCcKaTb
NX pacnpocTpaHeHus 6e3 cornacus cybbekTa unmn ero 3akOHHOro npeacraBuTens
NMB0 HaNMUMsa MHOro 3aKOHHOr0 OCHOBAHMSL.

XpaHeHne nepcoHasbHbIX AAaHHbIX OCYLLECTBASETCS COOCTBEHHUKOM U (Mnn)
onepaTopoM, a TaKXKe TPETbUM NNLIOM B 6a3e, KOTOpas XPaHUTCS Ha TeppUTopumn
Pecnybnukn KasaxcTaH.

CobctBeHHUK 1 (Mnn) onepaTop 6a3bl, a Takxke TpeTbe NMUOo 0653aHbI
NpyHMMaTb HeobxoamMble Mepbl MO SALLMUTE NMNEPCOHAJIbHbIX AJAHHbIX,
obecneunBatoLme:

™ npenoTBpalleHMe HECAHKLIMOHMPOBAHHOMO JOCTYMa K NepCcoHanbHbIM
NAHHbIM;

M cBoeBpeMeHHOe 0bHapyXeHue hakToB HECAHKLIMOHMPOBAHHOMO A0CTYNa
K NMepCOHaNbHbIM IaHHbIM, ECNIN TAKON HECAHKLIMOHMPOBAHHBIW JOCTYN He
yAanocb NpPeaoTBpaTUThb;

@ MUHUMN3AUNIO He6ﬂaFOI'IpMFITHbIX NOCNeacTBUM HECAHKUMOHNPOBAHHOIO
AO0CTYna K rnepcoHasibHbIM AaHHbIM.

YTO UX NepcoHasibHbleé AaHHbie

#02
#03

#04

#09
#06

#07
#08

Cy6beKkT nepcoHasibHbIX AaHHbIX

MMeeT npaso

3HaTb O HaMuMM y cobcTBeHHMKA U (unn) onepatopa 6asbl, a Takke
TPETbEro NMua CBOMX NEPCOHAsbHbIX AAHHbIX, @ TAKXKE NosyyaTb
NHdOpMaUMIO, coaepKallyto:

noaTeepxaeHue akTta, Lenn, MICTOYHUKOB, cnocobos cbopa

n 06paboTkM NepCcoHanNbHbIX AaHHbIX;

(W nepeyeHb nepcoHanbHbIX AAHHDIX;

M  cpoku 06paboTKM NEPCOHaNbHBIX AaHHbBIX, B TOM YMCIIE CPOKY
NX XpaHeHus;

TpeboBaTb OT COH6CTBEHHUKA M (MnK) onepaTopa 6asbl U3MEHEHUS U
QIOMOJTHEHNSA CBOMX MEPCOHASbHbIX AaHHbIX NMPU HAJTMYUM OCHOBAHWM;

TpeboBaTb OT cO6CTBEHHMKa M (MNKn) onepaTopa 6a3bl, a Takke TpeTbero
nmua 610KMpOBaHNS CBOMX MEPCOHASbHBIX AAHHbIX B Cllydae Hannyus
nHgopMaLnM 0 HapyLLeHUW yCnoBui coopa, 06paboTkM NePCOHanbHbIX
[AHHbIX;

TpeboBaTb OT COBCTBEHHMKA U (MNK) onepaTopa 6a3bl, @ Takxke TPETbEro
NMLA YHUUTOXEHUS CBOMX NEpPCOHasbHbIX AaHHbIX, cbop 1 0bpaboTka
KOTOpPbIX NPOM3BEAEHbI C HapYyLLUEHNEM 3aKoHOoAATeNbCcTBa Pecnybnvku
KasaxcTaH, a Takke B MHbIX ClyyasX, yCTaHOB/IEHHbIX 3aKOHOM PK

«0O nepcoHanbHbIX AaHHbIX U UX 3aLMTe» U MHbIMU HOPMAaTUBHbLIMU
npaBoBbIMK akTaMun Pecnybnvkn KasaxcTaH;

0TO3BaTb corfacue Ha cbop, 06paboTKy NepCoHaNbHbIX AAHHbLIX, KpOMe
CnyyaeB, NpefyCMOTPEHHbIX MYHKTOM 2 cTaTbk 8 3akoHa PK
«0O nepcoHanbHbIX AaHHbIX U UX 3almTe»;

AaTb cornacme (0TKasaTb) COBCTBEHHMKY U (Mnn) onepaTtopy 6a3bl Ha
pacnpoCTpaHeHNe CBOUX NepCoHasIbHbIX AaHHbIX B 06LLeA0CTYNHbIX
MCTOYHMKAX NEPCOHANbHbIX AAHHBbIX;

Ha 3alu1Ty CBOUX NpaB U 3aKOHHbIX MHTEPECOB, B TOM YMNC/1€ BO3MELLEHNE
MOpaJibHOro n MaTepuanbHOro Bpeaa,

Ha OCyLLeCTB/IeHME UHbIX NPaB, NpeayCMOTPEHHbIX 3aKoHOM PK
«0O nepCcoHanbHbIX AAHHBIX U UX 3aLUMTE» U UHBIMU 3aKOHAMM
Pecnybnukn KasaxcTtaH.

OpraHbl NPOKypaTypbl OCYLUECTBJ/ISIOT BbICLUMA HaA30p
3a cobnrogeHneM 3aKOHHOCTU B ccepe nepcoHaNbHbIX
AAHHDbIX U UX 3aLYUThI.




Ucnonb3oBaHue UKT

B nNpodecCcuoHaIbHOMN
AEeATesIbHOCTHU

Ucnonb3oBaHue UKT
B npodeccuoHaIbHOMN
AesaTesIbHOCTHU

#01

#02

#03

#04

#09

60,6% 51,1%

ONpOLUEHHbIX
cneumanucrtoB B cepe IT
CTaJIKUBAKOTCA C Yrpo3amMm
kKnbepbesonacHoCTH B
CBOEW [eATes/IbHOCTH

OpraHmM3aumi onpoLUeHHbIX
pa6boTHukoB B cepe IT He
MMEKOT CUCTEMY ynpaBJ/ieHUsA
MH(POPMALIMOHHOMN
6e30nacHOCTbIO

Pa6oTta ¢ MO6M/IbHbIMK YCTPOUCTBAMM

PaspaboTante nonutuky paboTbl C MOBUSIbHBIMK YCTPOMUCTBAMM U
03HaKOMbTE NepcoHan ans ee cobntoaeHust. NpumeHnTe 6a30BbIN
ypOoBeHb 6€30MacHOCTV Ansl BCEX YCTPOWUCTB. 3alumiianTe AaHHble
Kak npv nepegade, Tak U BO BPEMS UX XPaHEHUS.

O6yuyeHne n ocBefOMJIEHHOCTb NoJib30BaTesien

PaspaboTaiTe npueMneMyto nomTnmky 6€3onacHOCTK Nnosib3oBaTeNnen
1 6e30MnacHOro NCNosib30BaHUS BalLMX CUCTEM. BkitounTe B AaHHYO

MNOMNTUKY 0B6yyeHMe nepcoHana. MNoaaep)xmBanTe 0CBEAOMIEHHOCTb

nepcoHana o6 yrpo3ax MHhopMaLMOHHOM 6e30MacHOCTH.

YnpassieHue noJsib30BaTes/IbCKUMU NPUBUJIETUAAMU
YcTaHoBUTe 3(pheKTUBHbIE NPOLIECCHI YNPABIEHUS U OrpaHNYbTE
KOMMYECTBO NPUBUNIEMMPOBaHHbIX Nosb3oBaTenei. OrpaHnybTe
NPUBWUErMI NONb30BATENEN U OCYLLECTBNANTE MOHUTOPUHT KX
nesiTenbHOCTU. KOHTpONMpyTe AOCTYN K XXYpHany cobbITui.

MpaBuia UCNONIb30BaHMUA Cbe€MHbIX HOCUTenen

CospaliTe npaBuia KOHTPOSSA IOCTYMNa K CbeMHbIM HOCUTENSIM.
OrpaHuybTe TUMblI HOCUTENEN N UX UCNONb30BaHKe. MNepen
NOAK/IIOYEHNEM K KOPMOPaTUBHOM CETU NPOBEPLTE BCE HOCUTENN
Ha Hannune BpeaoHOCHbIX MPOrpamm.

be3onacHasa koH(pUrypauums

O6HoBnANTE cucTeMy 6e€30MacHOCTN U YbeanTech, YTo
noaaepxmsaeTtcs 6e3onacHast KOHUrypauust BCeX CUCTEM.
KoHTponupynTe nepeyeHb yCTPONCTB, NOAKIOYEHHBIX U
MOAK/IIOYAEMBIX K CETU OpraHM3aumi.

#06
#07

#08

#09
#10

17,7% 15,9% 12,2%

MCNOoJb3YIOT npuberatoT K
Me)XceTeBble wnppoBaHuto
3KpaHbl OaHHbIX,

KaHaN0B CBA3M

Nosib3yroTCA
DLP-cucremammn

3awuTa OT BpeOHOCHbIX NPporpaMm
Pa3paboTaliTe COOTBETCTBYHOLIME NOUTUKN U YCTAHOBUTE 3aLUUTY
OT BPEAOHOCHbIX MPOrpamMmM B OpraHM3aLmm.

CeTeBas 6e30nacHOCTb
YnpaBnanTe NepuMeTpoM CETU. 3alumLLanTe CETU OT BHELLHUX U
BHYTPEHHMX aTaK.

MOHUTOPUHI

PaspaboTanTe CcTpaTernto MOHUTOPMHIa. HenpepbiBHO NpoBoanTe
MOHWUTOPWHI BCEX CUCTEM U CETEN. AHANU3NPYMTE XYPHaN COObITUI
B MOWCKaX aKTUBHOCTW, KOTOpasi MOXET YKa3blBaTb Ha COObITUS
NHGPOPMaUMOHHON H6e3onacHOCTU. OCyLLECTBNSAUTE MOHUTOPUHI

N TECTUPOBAHME 3/IEMEHTOB YNpaBieHns 6€30MacHOCTbHO.

YnpaBneHue UHUMAEHTaMK

MpeaycMoTpuTE BO3MOXHOCTb PE3EPBUPOBAHUS Y aBapUNHOMO
BOCCTaHOBMEHMS. Pa3paboTaliTe nnaH pearMpoBaHUsi Ha MHLUMAEHTI
nH(OopMaLMOoHHON 6€30MacHOCTM.

Bsaumopgencreme
CoobuanTte 06 nHumMaeHTax nHhopMaLMoHHOM 6e30nacHOCTU B
NpaBOOXpaHUTESNbHbIE OpPraHbl 1 CNeunanmM3MpoBaHHbIE OpraHn3aunn.

Cob6nioaeHne craHAapTHbIX Mep MOXXeT npeaynpeanTb 80% artak,

HabnropgaeMbix ceroaHs.




Cnpocurte cebs

#01 Bbl yBepeHbl, 4To Baw 6paHaMaysp akTMBMPOBaH M 3awmwaeT
[aHHble Ha Bawwem komnbioTepe?

#0 2 KTo nMeeT AoCTyn K AaHHbIM Ha BalweM KoMmnbioTepe 13
BHYTPEHHEN CEeTU UK YAANEHO?

#03 Bbl TOYHO 3HaeTe, Kakue cnyx6bl Bawen cetn AOCTYMHb
yepe3 NHTepHeT?

#0 4 BaM aencTBUTENBbHO M3BECTHO KaXkaoe YCTPONCTBO Bawlen cetu,
KOTOPOEe MMeeT BHeLWHu IP-aapec?

#05 Koraa Bbl B nocneaHui pa3 aenanu oLeHKY pucka unm
BHELLUHWIN TECT Ha NPOHUKHOBEHME?

#06 MOXXET N 3/10YMbILLNEHHMK MPOHUKHYTh B Bally ceTb?

PEKOMEHAALUSA

PYKOBOAUTENSIM OpraHmn3aumm,
yupeXxaeHun, npeanpusTumn,
cneunanuctam-npodeccnoHanam no
6e3onacHOCTM MH(pOPMALIMOHHOM
NHPPACTPYKTYPbl U MHHOPMALIMOHHbIX
TEXHONOMMM, @ TaKXXe YYalMMCS BbICLLINX
y4yebHbIX 3aBeaeHuN!

LleHTp [penoctaBnsieT NpUOPUTETHbLIE MPaHTbI AN
MeXXAyHapoAHbIX NPOXOXAEHNS akaZeMmyeckoro obyveHus
nporpamMm (MarucTpaTtypa, AOKTOpaHTypa), Hay4HbIX U
«bonawak» NPOWN3BOACTBEHHBIX CTaXXMPOBOK B BeAyLUNX
KOMMaHWSAX U YHUBEPCUTETAxX MUpa.

[Ans NpoXoXAeHUs1 CTaXKUPOBKMU MO
cneyuanbHOCTU «uMHpopMaynoHHan (knbep)
6e30nacHOCTb>» COMCKaTeNb AO/HKEH NUMETb CTaX
paboTbl He MeHee 3-X NEeT, BK/oYasl nocneaHune

12 MecsaueB B BbiIbpaHHOM 06n1acTy cneuvanmsauuu,

Ansa npoxoxaeHnst obyueHms (Marucrpartypa,
AOKTOpPaHTYypa) No cneyuasibHOCTH
«nHpopMaLMOHHaA 6e30NacHOCTb>» COMCKaTEeNb
[O/DKEH UMETb cpeaHni 6ann no npuIoXXeHUo
avnnoma 6akanaspa unu cneumanucta GPA 3.30

(3 4.00/4.33) nn60o 4.30 3 5.00

S

NMNoapo6bHas nHpopmauumn:
bolashak.gov.kz



¥ KZ-CERT

[1pn NOAO3PEHUN Ha 3apaXKeHMe KOMMNbIoTepa
BPEAOHOCHBIM NPOrpaMMHbLIM obecneveHmnem
obpalanTteck B Cnyxby pearmpoBaHus Ha
KOMMbIOTEPHbIE MHLUMAEHTLI MO 6ecnnaTHOMy eanHOMY
KOPOTKOMY HOMEpY:

1400, +7 (7172) 55-99-97,

NMb0o Mo 3NEKTPOHHOM NoYTE:
incident@kz-cert.kz

rOPAYASA INHUA

NO NPOTUBOAENCTBUIO
NPOTUBOMPABHOMY KOHTEHTY,
nponaraHaAMpYOLWUN TEPPOPU3M, SKCTPEMU3M,
NOpHOrpaduto, KysbT XXECTOKOCTU U HAaCUNNS
B KasaxcTaHe:

@ cant: safekaznet.kz
Q tenedon: +7 (7272) 73-24-63,
B4 snekTpoHHas nouTa: report@iak.kz

Bbl MOXXETE NMPOBECTU OLEHKY

CBOEI'O MHTEPHET-PECYPCA
C NMOMOLLbIO OTEYECTBEHHOWN CUCTEMBI
WebTotem Ha nHTepHeT-pecypce:

P ) ) webtotem.kz {4

n
~— el
=0
Q)
Pa3spa6oTtka mep B
cepe obecneyeHums
MHbOPMALIMOHHOM
6e3onacHocTH

(3a uckntoveHnem
rOCCEKPETOB)

FocypapcTBeHHbIN
KOHTPOJ1b
1 npodunakTuka

KOMUTETNO
NMHO®OPMALIMOHHOMU
BE3OIMNMACHOCTMH

Muccusa — goctmkeHue

N noaaep)xaHue ypoBHS
3aLUMLLEHHOCTN 3NEKTPOHHbIX
MHOPMALIMOHHBIX pecypcoB

OT BHELLHUX U BHYTPEHHMUX Yrpo3,
obecneumnsatoLme
YCTONYMBOE pa3BUTHE
Pecnybnukn KasaxcraH

MexBenoMCTBEHHas
KoopAnHaums KoHuenumm
knbepbesonacHocTu
«Kunbepwumt KasaxcraHa»

no 2022 ropa

e

| 4

CopeiicTBue B
opmMmnpoBaHnm

npoceccnoHanbHbIX

CTaHAapToB
cobnoaeHns EamHbix Aap
TpeboBaHuii
[ 3
® nhill
a o — MF =
R A
MoBbiweHne YyacTtue B ®opMuposaHue NepeyHs u MNposeneHve
0CBeA0OMJ/IEHHOCTH peanusauum MOHUTOPVHI KPUTUYECKM BaXKHbIX aTTecTauum U UCMbITaHUN
rpa)xaaH o6 yrposax o6pa3oBaTesbHbIX 06beKTOB MH(POPMALIMOHHO- MH(OPMALIMOHHbBIX
MHDOPMALIMOHHOM nporpamMm KOMMYHUKALIMOHHOM CUACTEM Ha COOTBETCTBME
6e3onacHoCTH NHPaCTPYKTypbl TpeboBaHMaM
MHbOPMALIMOHHOM

6e3onacHocTn

NMpu noaroTtoBke pekoMeHaauum
6b1/21IM UCNOJIb30BaHbI
HOPMAaTUBHbIE NPaBOBble aKTbl:

3akoH PK «O6 nHdopmMaTusaunm»;

3akoH PK «O cBs3n»;

3akoH PK «O nepcoHasnbHbIX AaHHbIX U UX 3almTe»;

3akoH PK «0O6 3neKTpOHHOM AOKYMEHTE U 3NIEKTPOHHON LMMPOBON NoANUCK»;

MMPK «O6 yTBEpXaeHnn eanHbix TpeboBaHuii B 0651acTM MHADOPMaLMOHHO-
KOMMYHUWKALMOHHBIX TEXHOMOrMI 1 obecrneyeHnst MHHOPMaLIMOHHOM
6e3onacHoCcTn».
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